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Alternating moduli PRFs and 
their polynomial representations



Outline

• weak pseudo-random functions (wPRF)


• Constructions mixing linear functions over  and 


• Polynomial representation of mappings


• Impossibility result: is it sufficient?


• Ideas for further study

𝔽2 𝔽3



weak pseudorandom function (wPRF)
A mapping :  where


  is the key space,  is the input space and  is the output space

F 𝒦 × 𝒳 ⟶ 𝒴

𝒦 𝒳 𝒴

Property:


For fixed , can not distinguishk ∈ 𝒦










(x1, Fk(x1))

(x2, Fk(x2))

⋮

(xs, Fk(xs))










(x1, g(x1))

(x2, g(x2))

⋮

(xs, g(xs))

from

where  is a random function,


the  are drawn uniformly at random from , and  

g : 𝒳 ⟶ 𝒴

xi 𝒳 s < 2λ



wPRFs from mixing  and 𝔽2 𝔽3



Main idea

Build wPRF by combining linear mappings over  and  𝔽2 𝔽3

• Very efficient for use in MPC (few communication rounds)

• Simple design

• Gives high algebraic degree when expressed over a single field

Generalization: mappings over  and  𝔽p 𝔽q

Notation: elements and computations are red in , and blue in 𝔽2 𝔽3



DarkMatter (2018)
BIP+18 presents idea and first construction (single output)

𝒳 = 𝔽n
2, 𝒦 = 𝔽m×n

2 𝒴 = 𝔽3
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←y [11⋯1]=

suggested (optimistic) parameters for -bit security: λ n = m = 2λ

Special matrices

 is circulant matrix, given by top rowk

 is Toeplitz matrix,


given by top row and leftmost column

k
Id

TCC 2018, eprint 2018/1281



DarkMatter alternative constructions
basic LPN variant

𝒳 = 𝔽n
2, 𝒦 = 𝔽n

2, 𝒴 = 𝔽2

w = x1k1 + x2k2 + … + xnkn

y = x1k1 + x2k2 + … + xnkn + w

w → w

«LPN with error rate 1/3»

𝒳 = 𝔽n
2, 𝒦 = 𝔽m×n

2 𝒴 = 𝔽 t
3
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where t ≤ m − λ

multi output variant

Id

mod 2

xi xi←Id ki ki
←Id



DGH+21 construction
𝒳 = 𝔽n

2, 𝒦 = 𝔽m×n
2 , 𝒴 = 𝔽 t

2
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(agressive) parameters: n = m = 2λ, t = λ/log2(3)

multi output LPN variant

 
 
 

x1
x2
⋮
xnk=

 

 

 

 

u1

u2

⋮

⋮

um

←

 

 

 

 

u1

u2

⋮

⋮

um

mod 2

 

 

 

 

w1 + u1

w2 + u2

⋮

⋮
wm + um

B=

 
 
 

y1
y2
⋮
yt

CRYPTO 2021, eprint 2021/885



APRR24 construction
𝒳 = 𝔽n

2, 𝒦 = 𝔽n
2
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𝒴 = 𝔽 t
3
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Id

1-to-1 parameters: n = 2λ, m = 7.06λ, t = 2λ/log2(3)

many-to-1 parameters: n = 4λ, m = 2λ, t = λ/log2(3)

CRYPTO 2024, eprint 2024/582



Cryptanalysis so far

• CCKK20


• Attacks basic wPRF of BIP+18 with circulant matrix and basic LPN version


• Exploits biases in the modular reductions


• Parameters in original constructions must be increased


• MR24


• Attacks 1-to-1 parameter set of APRR24 construction


• Exploits collisions in output (mapping is not 1-to-1)


• wPRF gives only -bit securityλ/2

PKC 2020, eprint 2020/783

eprint 2024/2055



Polynomial representations



On polynomial representation
• BIP+18 argues the mixed moduli wPRFs do not admit representation by low-

degree polynomials over a fixed field


• CCKK20 does not consider polynomial representations


• DGH+21 refers to BIP+18, and does not consider polynomial representation 
further


• APRR24 shows polynomial representation over  that is surprisingly 
compact, but does not investigate further

𝔽3



BIP+18 argument

Smo87



BIP+18 conjecture

Motivates further study on polynomial approximations
of mod2/mod3-constructions



APRR24 observation
BIP+18 only considers approximating MODp on inputs from {0,1}n
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←y [11⋯1]=
Id

no low-degree


polynomial


approximation


over  for 𝔽q q ≠ 3

k1 k2 knkn−1
k1 kn−2kn kn−1

k1k2 k3 kn

⋯
⋯

⋮ ⋮ ⋮ ⋮

⋯

⋱

Polynomial approximation over ?𝔽3



APRR24 observation
(𝔽2, + ) ≅ (𝔽*3 , × )

x ↦ x + 1

x1k1 + x2k2 + … + xnkn ≅
n

∏
i=1

(ki + 1)xi

Linear variable change ki + 1 = k̄i

x1k1 + x2k2 + … + xnkn ≅
n

∏
i=1

k̄xi
i



APRR24 observation
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⋮ ⋮ ⋮ ⋮
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∏
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←y [11⋯1]=
Id≅

Basic wPRF can be described by polynomial over 𝔽3
of degree , but only  terms≈ n/2 m



Further observations  
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yThe set of terms  for {w1, …, wn} x
and  for  are:{w′ 1, …, w′ n} x′ 

• equal if  for some x′ = (x < < < i) i
• disjoint if  for any x′ ≠ (x < < < i) i
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Multi-output version generates  polynomialt
equations in  terms for every queryn

n = 2λ, t = n − λ = λ⇒

Enough to find two queries where  and x x′ 

are rotations of each other to solve system



Ideas for further study
• Idea 1: Express each output element using multiple polynomials over 


• are we sure no such expression can consist of multiple low-degree polynomials?


• Idea 2: Investigate conjecture that  must have high-
degree 


• Idea 3: Pursue    observation


• how many queries must be made before we can expect to find  and  that 
are rotations of each other?

𝔽2

f(x) ⋅ wPRF(x) = g(x)
f, g

(𝔽2, + ) ≅ (𝔽3, × )

x x′ 


